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Adnovum launches «Attack
Surface Reduction» service in
Azure Cloud

Zurich, 11 December 2025 — The «Attack Surface Reduction» service from
Adnovum helps companies to efficiently protect their Microsoft security
environments against cyberattacks. It expands the existing portfolio of managed
cybersecurity services and is now also available in the Azure Cloud.

Adnovum’s «Attack Surface Reduction» ASR service offers companies and
organizations a comprehensive analysis of their digital attack surfaces. Thanks to a
consolidated overview of risks and vulnerabilities, security teams can identify potential
threats at an early stage and proactively mitigate them. This enables companies to
meet regulatory requirements such as DORA, FADP, and GDPR, as well as FINMA
guidelines, transparently and cost-effectively at all times.

«Companies with smaller security teams in particular often lack the resources to
systematically manage their Microsoft security infrastructure», explains Matthias von
Arx, Managing Director Solutions. «This creates unprotected attack surfaces that
can lead to security incidents. Our new ASR service closes this gap efficiently and with
manageable effort for clients.»

ASR includes the following core services:

— Automated inventory of all relevant resources
— Classification of critical data and systems for targeted prioritization
— Continuous monitoring of the infrastructure to detect vulnerabilities

— Immediate recommendations for action and coordinated measures in the event of
risks

— Seamless integration into existing Microsoft security tools such as Defender for
Endpoint and Microsoft Sentinel

— Transparent reports and intuitive visualizations for easy traceability for management
and audit

ASR provides companies with a scalable, practice-oriented service that combines
security, transparency, and compliance without the need to build up additional internal
resources. The service can be seamlessly integrated into existing Microsoft security
environments and is now also available in the Azure Cloud.
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About Adnovum

Adnovum is a leading Swiss provider of enterprise software and IT security solutions head-
quartered in Zurich. Thanks to its long-standing experience, reliable services and a strong
international partner network, Adnovum enables organizations and people to navigate the digital
world safely. Whether public authorities, financial institutions, insurance or logistics companies:
Adnovum turns future-proof software into a driver of sustainable growth and bold innovation. By
combining the targeted use of cloud and Al technologies with deep industry expertise, it delivers
scalable enterprise and security solutions that meet the highest compliance requirements.
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